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Amendments to the Claims 

Please amend Claims 1, 13 and 25. The Claim Listing below will replace all prior 
versions of the claims in the application: 

Claim Listing 

1 . (Currently amended) A device implement" :d method of communicating data from a low 
security assurance source to a high securh; assurance destination comprising: 

receiving data from a low security insurance source according to a 
communication protocol and transferring tlie data to a high security assurance destination 
according to the communication protocol; 

receiving a high end acknowledgment for said data according to the 
communication protocol from the high sec -irity assurance destination; 

generating an acknowledgment trigger signal in direct response to the high end 
acknowledgment for said data : and 

generating a low end acknowledgn ent for said data according to the 
communication protocol in response to the: acknowledgment trigger signal. 

2, (Original) The method of claim 1 further ; omprising: 

determining whether to generate ar acknowledgment trigger signal- 
s' (Original) The method of claim 2 ^herein determining whether to generate the 
acknowledgment trigger signal comprises: 

determining whether the high end -cknowledgment includes information data; 

and 

generating no acknowledgment tri; ger signal if information data is included in the 
high end acknowledgment. 

4, (Original) The method of claim 2 wherein determining whether to generate the 
acknowledgment trigger signal comprises 
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determining whether the low secun ry assurance source is authorized to receive 
acknowledgments; and 

generating no acknowledgment trigger signal if the low security assurance source 
is not authorized. 

5. (Original) The method of claim 1 funher comprising: 

delaying the acknowledgment trigger signal in order to delay generation of jhe 
low end acknowledgment 

6. (Original) The method of claim 1 whereir. the acknowledgment trigger signal includes 
header data for generating the low end ack lowledgment. 

7. (Original) The method of claim 6 funher <. orapming: 

generating the low end acknowledgment from an acknowledgment template; and 
populating the low end acknowledgment with the header data from the 
acknowledgment trigger signal. 

8. (Previously presented) The method of cla: -n 1 wherein the acknowledgment trigger 
signal is a binary enable signal. 

9. (Original) The method of claim 8 further omprising: 

tracking a sequence of plural data i ansmission units transferred to the high 
security assurance destination; and 

generating the acknowledgment trigger signal if the received high end 
acknowledgment corresponds to a next unacknowledged data transmission unit in the 
tracked sequence. 

1 0. (Original) The method of claim 8 further omprising: 

tracking multiple sequences of plural data transmission units transferred to the 
high security assurance destination; 
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referencing one of the tracked sequences that corresponds to a time interval in 
which the high end acknowledgment is rec nved; and 

generating the acknowledgment trigger signal if the received high end 
acknowledgment corresponds to a next ua ckno wledged data transmission unit in the 
referenced sequence. 

] 1 . (Original) The method of claim 8 further c omprising: 

tracking header data for each data i -ansmission unit in a sequence of plural data 
transmission units transferred to the high security assurance destination; 

generating the low end acknowledgment from an acknowledgment template in 
response to the acknowledgment trigger signal; and 

populating the low end acknowledgment with the header data for a next 
unacknowledged data transmission unit in .he sequence. 

12. (Original) The method of claim 8 further <, omprising: 

tracking header data for multiple stquences of plural data transmission units 
transferred to the high security assurance destination; 

generating the low end acknowledgment from an acknowledgment template in 
response to the acknowledgment trigger signal; 

referencing the header data of one of the tracked sequences that corresponds to a 
time interval in which the acknowledgment; trigger signal is received; and 

populating the low end ackuowled., ment with the header data for a next 
unacknowledged data transmission unit in [he referenced sequence. 

1 3, (Currently amended) A device implement :d system for communicating data from a low 
security assurance source to a high security assurance destination comprising: 

a first communication interface rec nving data from a low security assurance 
source according to a communication protocol and transferring the data to a high security 
assurance destination according to the con munication protocol; 
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a second communication interface leceiving a high end acknowledgment foj Sf44 
data according to ihe communication protocol from the high security assurance 
destination; 

an acknowledgment trigger general ing an acknowledgment trigger signal in direct 
response to the high end acknowledgment or sa|d data : and 

an acknowledgment generator generating a low end acknowledgment for said data 
according to the communication protocol i i response to the acknowledgment trigger 
signal. 

1 4. (Original) The system of claim 1 3 where u i the acknowledgment trigger determines 
whether to generate an acknowledgment tr gger signal. 

15. (Original) The system of claim 14 whereiu the acknowledgment trigger determines 
whether the high end acknowledgment inc odes information data and generates no 
acknowledgment trigger signal if informal on data is included in the high end 
acknowledgment. 

16. (Original) The system of claim 14 wherein the acknowledgment trigger further 
comprises: 

an authorization list identifying lov security assurance sources that are authorized 
to receive low end acknowledgments; 

the authorization list being referen . ed to determine whether an intended recipient 
of the high end acknowledgment is authorized to receive acknowledgments; and 

the acknowledgment nigger gener; ting no acknowledgment trigger signal if the 
low security assurance source is not idemi. ied in the authorization list. 

17. (Original) The system of claim 13 wherei i the acknowledgment trigger further 
comprises: 

a delay that delays the acknowledgment trigger signal for a random time period in 
order to delay generation of the low end a; knowledgmem. 
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18. (Original) Hie system of claim 13 wherei; the acknowledgment trigger signal includes 
header data for generating the low end ack lowledgment 

19. (Original) The system of claim 18 wherei) . the acknowledgment generator generates the 
low end acknowledgment from an acknow edgmem template and populates the low end 
acknowledgment with the header data fror:. the acknowledgment trigger signal. 

20. (Original) The system of claim 13 wherei: the acknowledgment trigger signal is a binary 
enable signal. 

2 1 . (Original) The system of claim 20 whereu i the acknowledgment trigger further 
comprises: 

a sequence list thai tracks a sequem ;e of plural data transmission units transferred 
to the high security assurance destination; 

the sequence list being referenced . ) determine whether the received high end 
acknowledgment corresponds to a next unacknowledged data transmission unit in the 
tracked sequence; and 

the acknowledgment trigger generating the trigger signal if the received high end 
. acknowledgment corresponds to the next u nacknowledged data transmission unit in the 
referenced sequence list. 

22. (Original) The system of claim 20 wherei u the acknowledgment trigger further 
comprises: 

plural sequence lists that tracks iru tipje sequences of plural data transmission 
units transferred to the high security assur. nee destination; 

one of the plural sequence lists being referenced that corresponds to a time 
interval in which the high end acknowledfc:ment is received; and 
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xhe acknowledgment Trigger gener; ling the acknowledgment trigger signal if the 
received high end acknowledgment corresponds to a next unacknowledged data 
transmission unit in the referenced sequent e Hsx. 

23. (Original) The system of claim 20 wherei; the acknowledgment generator further 
comprises: 

a header data list that tracks header data for each data transmission unit in a 
sequence of plural data transmission units iransferred to the high security assurance 
destination; 

the acknowledgment generator generates the low end acknowledgment from an 
acknowledgment template in response to t] e acknowledgment trigger signal; and 

the acknowledgment generator pop ilates the low end acknowledgment with the 
header data from the header data list for a s text unacknowledged data transmission unit in 
the sequence. 

24. (Original) The system of claim 20 whereij the acknowledgment generator further 
comprises: 

plural header data lists that tracks header data for multiple sequences of plural 
data transmission units transferred to the h gh security assurance destination; 

the acknowledgment generator generates the low end acknowledgment from an 
acknowledgment template in response to if e acknowledgment trigger signal; 

one of the plural header data lists t- at corresponds to a time interval in which the 
acknowledgment trigger signal is received being referenced for header data of one of the 
tracked sequences; and 

the acknowledgment generator popolates the low end acknowledgment with the 
header data from the referenced header da: i list for a next unacknowledged data 
transmission unit in the sequence. 

25. (Cun-ently amended) A device implemented system for communicating data from p, low 
security assurance source to a high security assurance destination comprising: 
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means for receiving data from a lov/ security assurance source according to a 
communication protocol and transferring the data to a high security assurance destination 
according to the communication protocol; 

means for receiving a high end acki lowledgmem for said data according to the 
communication protocol from the high sec« irity assurance destination; 

means for generating an acknowledgment trigger signal in direct response to the 
high end acknowledgment for said data : and 

means for generating a low end acknowledgment for said data according to the 
communication protocol in response to tte acknowledgment trigger signal. 

26. (Original) The method of claim I whereir. the communication protocol is an 
acknowledgment based communication protocol. 

27. (Original) The method of claim 1 whereir. the acknowledgment based communication 
protocol is a handshaking protocol 

28. (Original) The method of claim 1 whereir, the high security assurance destination is a 
software process. 

29. (Original) The system of claim 1 3 whereu : the first and second communication 
interfaces are network interfaces. 

30. (Original) The system of claim 1 3 wherein i the first and second communication 
interfaces are software communication int. rfaces. 

3J, (Original) The system of claim 1 3 wherein the high security assurance destination is a 
software process. 

32. (Original) The system of claim 13 whereiu the system is a network device. 
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33. (Original) The system of claim 1 3 wherek the system is an ouiput po«. 

34. (Original) The system of claim 13 whereir the system is an embedded software 
component 
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